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Abstract

It is widely recognised that the first binding legal act regarding the protection of personal 
data of an international nature is Convention 108, adopted on 28 January 1981. By virtue 
of the Convention, the Parties are required to apply in their domestic legal order the princi-
ples introduced by the Council of Europe to ensure guarantees for the fundamental human 
rights of all individuals with regard to the processing of personal data. This paper refers to 
Convention 108 as the foundation for European and international data protection laws in 
a number of European countries. It has influenced policies and legislation far beyond Eu-
rope’s borders. However, due to the development of ICT tools that permit establishing new 
data-driven business models based on data-processing systems, Convention 108 has become 
subject to modernisation. At the same time, intensive negotiations were conducted in the EU 
concerning a new data-protection package to reform the data-protection system, and many 
other countries around the world have introduced provisions related to the processing of 
personal data. This paper analyses the impact of the standards set out in Convention 108 on 
the decision-making process and its global dimension.
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Introduction – the origin of European privacy and data protection 
standards

In 2018, the year in which the 70th anniversary of the adoption of the Universal 
Declaration of Human Rights was celebrated, was also the time of key changes in the 
European system of personal data protection. As of 25 May 2018, new provisions on 
the protection of personal data – the General Data Protection Regulation (GDPR) – 
and from 10 October 2018, the modernised Convention 108+1 became applicable. 
Without doubt, we are witnessing a process of updating the European legal data-
protection system, which demonstrates the timelessness of data-protection 
standards. The European data-protection legal framework significantly influences 
other legislation outside the EU, for example, in Japan, Mauritius, or Georgia. The 
‘gold’ standard, as the EU regulation is called, has become a reference point for 
works carried out worldwide on the implementation of legal instruments in the 
field of data protection.2 However, according to some experts, implementation of 
the principles established by Council of Europe standards may cause problems that 
are difficult to overcome. Professor Graham Greenleaf presents his opinion that 
‘the task of attracting accessions to Convention 108+ is likely to be more difficult 
because of the higher standards that acceding countries must meet, but this may 
be offset by more countries being attracted by the prospect of a global convention’.3

The Universal Declaration of Human Rights (‘the Declaration’)4 considered to 
be the foundation of human rights, adopted on 10 December 1948, became a source 
of inspiration for many international treaties and declarations regarding human 
rights and for numerous regional documents and national laws. The Declaration 
has a significant impact on issues such as combating injustice, resolving conflicts 
and problems of societies experiencing repression, or efforts to ensure universal 
respect for human rights. It is impossible to imagine a modern, rapidly developing 

1 	 Modernised Convention for the Protection of Individuals with Regard to the Processing of Perso-
nal Data, adopted by the Committee of Ministers at its 128th Session of the Committee of Mini-
sters (Elsinore, 18 May 2018), CM/Inf(2018)15-final.

2 	 S. Gray et al., A New U.S. Model for Privacy? Comparing the Washington Privacy Act to GDPR, 
CCPA, and More, FPF, 31.08.2020, https://fpf.org/2020/02/12/a-new-model-for-privacy-in-a-
new-era-evaluating-the-washington-privacy-act/? utm_source=Twitter&utm_medium=Socia-
l&utm_campaign=Blog2020 (accessed 20.02.2020).

3 	 G. Greenleaf, How far can Convention 108+ ‘globalise’?: Prospects for Asian accessions (pre-publi-
cation draft), “Computer Law & Security Review” 2020, February 3, Special Issue on Convention 
108+, p 4.

4 	 Universal Declaration of Human Rights, 10 December 1948, 217 A (III).
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world without this legal act that establishes equality, dignity, and the value of every 
human being.

From the point of view of the European standards on the protection of personal 
data, it is essential that the Declaration is also the foundation for the promotion of 
and education about the protection of human rights. It confirms that the basic duty 
of each State is to promote such standards of living that allow citizens to enjoy their 
dignity and equality in conditions of freedom and liberty.

Looking for the basis of the right to privacy and the protection of personal data, 
it is chronologically appropriate to refer to the Declaration, which in its Article 12 
states that no one should arbitrarily interfere in anyone’s private, family, or domes-
tic life, or in a person’s correspondence or to offend the person’s honour or good 
name. 

The notions of the Declaration were further developed by the Convention for 
the Protection of Human Rights and Fundamental Freedoms (ECHR) adopted 
on 5 November 1950, in particular regarding the concept of privacy protection.5 
In Article 8 ECHR, the right of respect for private and family life was guaranteed. 
However, with the massive increase in the use of information and communication 
technologies (ICT), further development of the guarantees provided by the law was 
required. The Council of Europe6 adopted the Convention for the Protection of 
Individuals with regard to Automatic Processing of Personal Data (‘Convention 
108’)7, which is widely recognised as a basic act of international law. The objec-
tive of the Convention is to protect the right to privacy stipulated in Article 8 of 
the European Convention for the Protection of Human Rights and Fundamental 
Freedoms. Convention 108 defines a series of core principles that have become 
universally recognised. Its legally binding standards are consistent with non-bind-
ing texts adopted by the Organisation for Economic Co-Operation Development 
(‘Guidelines on the Protection of Privacy and Transborder Flows of Personal Data’).8 
As emphasized, Convention 108 ‘was one of the main sources of inspiration for the 
development of the EU acquis in the area of data protection’.9 This is pointed out 

5 	 Convention for the Protection of Human Rights and Fundamental Freedoms as amended by Pro-
tocols No. 11 and No. 14. Rome, 4.XI.1950, European Treaty Series–No. 5.

6 	 The Directorate General Human Rights and Rule of Law, www.coe.int/justice (accessed 20.02.2020).
7 	 CoE, Convention for the Protection of Individuals with Regard to the Automatic Processing of Indi-

vidual Data, 28 January 1981, ETS 108.
8 	 The OECD Privacy Guidelines, https://www.oecd.org/internet/ieconomy/privacy-guidelines.htm 

(accessed 20.02.2020).
9 	 Proposal for a COUNCIL DECISION authorising Member States to sign, in the interest of the 

European Union, the Protocol amending the Council of Europe Convention for the Protection 
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by J. Borecka, who emphasizes that ‘The signatories of this legal act have confirmed 
their commitment to the freedom of information flow regardless of borders and 
recognized the need to reconcile fundamental values, such as respect for privacy 
and freedom of information flow between people’.10

The right to privacy and to data protection in the EU legal framework 

Under EU law, the rights to privacy and to data protection are recognised as fun-
damental rights, enshrined in Articles 7 and 8 of the EU Charter of Fundamental 
Rights and Article 16 of the Treaty on the Functioning of the EU (TFEU), as regards 
the right to the protection of personal data.11 

The major legal act within the EU acquis concerning privacy and data protection 
was adopted by the European Parliament and the Council of the European Union 
in October 1995.12 According to Recital 11, one of the objectives of the Data Protec-
tion Directive was that ‘the principles of the protection of the rights and freedoms 
of individuals, notably the right to privacy, which are contained in this Directive, 
give substance to and amplify those contained in the Council of Europe Conven-
tion of 28 January 1981 for the Protection of Individuals with regard to Automatic 
Processing of Personal Data’.13

Data-protection standards that were introduced by the Data Protection Direc-
tive have had great influence on different legal data-protection systems outside the 
European Union for two decades. As clearly confirmed by the EU, ‘the protection 
of personal data has been central to EU law for more than 20 years, from the Data 

of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108) Brussels, 
5.06.2018 COM(2018) 449 final 2018/0237 (NLE) p 1, (accessed 19.07.2021).

10 	 J. Borecka, Geneza prawnej ochrony danych osobowych i pojęcie danych osobowych, “Zeszyty 
Naukowe Instytutu Administracji Akademii im. Jana Długosza w Częstochowie” 2006, No. 4, p. 10. 

11 	 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, pp. 391–407; Treaty 
on the Functioning of the European Union, OJ C 326, 26.10.2012, pp. 0001-0390.

12 	 However, it is worth remembering that data-protection legislation in Europe began in the 1970s 
with the adoption of relevant legislation by some European counties.

13 	 Recital 11 of Directive 95/46/EC of the European Parliament and of the Council of 24 October 
1995 on the protection of individuals with regard to the processing of personal data and on the 
free movement of such data, OJ L 281, 23.11.1995.
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Protection Directive in 199514 to the adoption of the General Data Protection Reg-
ulation15 and the Police Directive16 in 2016’.17 

With the decision by the European Union in April 2016 that resulted in a reform 
of the data-protection legal framework through a package of data protection provi-
sions, including the GDPR replacing the 20-year-old Data Protection Directive, the 
European Commission clearly voiced that protection of privacy is a core element of 
European citizenship.18 

Currently, global privacy standards are close to those of the European data pro-
tection regime (both the EU and Council of Europe).19 The European Commission 
seconds the practical impact of these standards, welcoming third countries acced-
ing to the Council of Europe Convention 108 and its additional Protocol.20

Current picture of the scope of Convention 108 

The number of states ratifying Convention 108 is constantly growing: 55 countries 
so far.21 Based on a constantly updated source of information available on the 

14 	 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 
protection of individuals with regard to the processing of personal data and on the free movement 
of such data, OJ L 281, 23.11.1995.

15 	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), 
OJ L 119, 4.5.2016, p. 1-88. It entered into force on 24 May 2016, to apply from 25 May 2018. 

16 	 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data by competent authori-
ties for the purposes of the prevention, investigation, detection or prosecution of criminal offences 
or the execution of criminal penalties, and on the free movement of such data, and repealing 
Council Framework Decision 2008/977/JHA, OJ L 119, 4.5.2016, p. 89-131. It entered into force 
on 5 May 2016. EU Member States had to transpose it into national law by 6 May 2018.

17 	 Communication from the Commission to the European Parliament and the Council, ‘Exchanging 
and Protecting Personal Data in a Globalised World’, Brussels, 10.1.2017, COM(2017) 7 final.

18 	 J-C. Juncker, State of the Union 2016, Speech by the President of the European Commission to the 
European Parliament on 14 September 2016.

19 	 G. Greenleaf, International Data Privacy Agreements after the GDPR and Schrems, “Privacy Laws 
& Business International Report” 2016, No. 139, pp. 12-15.

20 	 Communication from the Commission to the European Parliament and the Council, “Exchanging 
and Protecting Personal data in Globalised World”, 10.01.2017, COM(2017)7 Final.

21 	 Chart of signatures and ratifications of Treaty 108 Convention for the Protection of Individuals with 
regard to Automatic Processing of Personal Data, Status as of 7 November 2019, https://www.coe. 
int/en/web/conventions/full-list/-/conventions/treaty/108/signatures?p_auth=cN6J4BCa (acces-
sed 20.02.2020).
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Council of Europe website, it is known that among the countries that have ratified 
Convention 108 there are all European Union countries, some other European 
countries that are not EU members (e.g., Albania, Georgia, or Serbia), Iceland, 
Liechtenstein, Norway, Switzerland, the Russian Federation, and Turkey, and also 
non-European countries, such as Mauritius, Tunisia or Mexico.22 

Since 1981, when the Convention was adopted, the world has changed dramati-
cally, especially thanks to the widespread use of the internet, not only by military 
and economic users, but also widespread commercial use by everyday consumers.

With the introduction of the principles laid down in the Convention, in the past 
several decades an effective system of rights and obligations regarding the process-
ing of personal data based on the Strasbourg model has been established in more 
than 50 countries in and outside Europe.

Convention 108 is called ‘the backbone of personal data protection legislation’ 
worldwide and, as constantly repeated by the Council of Europe, it contains provi-
sions of a ‘technologically neutral style, which enables [them] to be fully valid today, 
regardless of technological developments’.23 

The fact that the states really take Convention 108 as a model when creating 
their own internal regulations can be seen within the framework of the legislative 
process conducted by those countries in Europe that do not belong to the Euro-
pean Union and by non-European countries, in which Convention 108 is treated 
as both a model and a standard. Analysis of the data protection legislation done by 
the experts show that various provisions are being adapted to the standards set out 
in the provisions of the Convention. For example, the opinion on the Draft laws 
of Georgia relating to Surveillance Activities of Law Enforcement Authorities and 
National Security Agencies prepared by acknowledged experts for the Directorate 
General Human Rights and Rule of Law Data Protection Unit refers to the com-
parison of the requirements set out in the Convention 108 with regard to Georgian 
national regulations.24

22 	 Proposal for a COUNCIL DECISION authorising Member States to sign, in the interest of the 
European Union, the Protocol amending the Council of Europe Convention for the Protection 
of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108), Brussels, 
5.6.2018 COM(2018) 449 final 2018/0237 (NLE).

23 	 CoE, Press release: Uruguay becomes the first non-European state to accede to personal data protec-
tion “Convention 108”, 12.04.2013, Ref. 050(2013), https://rm.coe.int/09000016807215a2, https://
rm.coe.int/090000168071efb6 (accessed 28.03.2020).

24 	 Opinion of the Directorate General Human Rights and Rule of Law Data Protection Unit on the 
Draft laws of Georgia relating to Surveillance Activities of Law Enforcement Authorities and 
National Security Agencies, Douwe Korff, Joseph A. Cannataci, Graham Sutton, DGI(2014)8 
Strasbourg, 14 February 2014.
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Due to the fact that Convention 108 was ratified by Georgia in May 2012, the 
Georgian government should ensure that the data protection provisions adopted in 
Georgia shall be in line with the Convention. 

It should be underlined that the fact of the accession to Convention 108 is one 
of the main aspects that should be taken into account by the European Commission 
when assessing the level of protection in accordance with the GDPR procedure. 
The authors of the report prepared for the European Commission assessing the 
level of protection of personal data under Japanese law stated that ‘the “core” of 
data protection “content” principles and “procedural/enforcement” requirements, 
which could be seen as a minimum requirement for protection to be adequate, are 
derived from the EU Charter of Fundamental Rights and the GDPR. In addition, 
consideration has been given to other international agreements on data protection, 
such as the Council of Europe Convention 108’.25 Given the fact that Japan was 
granted observer status to the Convention 108, it becomes even more significant 
that in the course of the adequacy procedure under the GDPR, reference to the 
Convention also appears as one of the elements taken into account when assessing 
the adequacy of the level of protection.26 

Modernised Convention 108+

On 18 May 2018, the Committee of Ministers of the Council of Europe adopted 
an amending protocol to modernise Convention 10827 and aimed at responding 
to ‘challenges to privacy resulting from the use of new information and commu-
nication technologies, and to strengthen the Convention’s mechanism to ensure 

25 	 Study: An assessment of the level of protection of personal data provided under Japanese Law. 
Final Report Implementing the Framework Contract JUST/2014/DATA/FW/0038 concerning 
research services in relation to issues pertaining to the protection of personal data. Prepared by: 
Data Protection Legal and Technical Research and Analysis Consortium (DPC), Civic Consul-
ting – Tilburg University – time.lex – TNO – Spark Legal Network and Consulting, https://www.
asktheeu.org/en/request/8771/response/29306/attach/6/Document%201.pdf?cookie_passthro-
ugh=1 (accessed 16.07.2021), p. 115.

26 	 Adequacy procedure means that the European Commission according to the art. 45 of the GDPR 
has the power to determine whether a country outside the EU offers an adequate level of data 
protection. 

27 	 Protocol amending the Convention for the Protection of Individuals with regard to Automatic 
Processing of Personal Data (ETS No. 108). 
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its effective implementation’.28 Since its opening for signature on 10 October 2019, 
Convention 108+ signatories number more and more States. 

The worldwide general consensus that people must exercise online the same 
rights as they exercise offline is undoubtedly a condition of the modern digital 
world. However, when it comes to the protection of privacy and personal data, there 
is no global consensus on how to provide control to private individuals over their 
personal data. As a response to that need, Convention 108 can establish the mini-
mum, adequate, and satisfactory level of privacy and data protection worldwide. 

 The EU data protection system is based on Regulation 2016/679 of the Euro-
pean Parliament and of the Council, and provisions for the effective protection of 
personal data laid down by Directive (EU) 2016/680 of the European Parliament 
and of the Council. The global hegemony of the GDPR and Convention 108 can, 
however, be challenged by the existing data-driven business models that are com-
pliant with the laws of countries from all over the world.29

A clear consensus has emerged that the general and technologically neutral 
nature of the Convention’s provisions should be maintained, that the coherence and 
compatibility with other relevant legal frameworks such as that of the European 
Union should be preserved, and that the Convention’s open character, which gives 
it unique potential as a universal standard, should be reaffirmed.

Similar updates of data-protection legal frameworks were also undertaken 
within the same period by the OECD and the EU, and synchronisation with Union 
reform measures enabled maintaining consistency between both frameworks.

The modernised Convention 108 acquires a global dimension given the fact that 
there are now 126 countries that have data privacy laws, and more than 30 addi-
tional countries that have official bills at some stage of the legislative process.30

The modernisation of Convention 108 is aimed at better addressing the chal-
lenges resulting from the use of ICT tools, but it also has another purpose, which 
is to strengthen the implementation of Convention 108, as mentioned by some 

28 	 CoE, Press release: Enhancing data protection globally: Council of Europe updates its landmark 
convention, 18 May 2018, Ref. DC 078(2018),  https://search.coe.int/directorate_of_communica-
tions/Pages/result_details.aspx?ObjectId=09000016808ac976 (accessed 29.03.2020).

29 	 G. Greenleaf, International Data Privacy, op. cit. 
30 	 G. Greenleaf, Convention 108+ and the Data Protection Framework of the EU (Speaking Notes for 

Conference Presentation) (21 June 2018). Convention 108+ Tomorrow’s Common Ground for Protec-
tion (Council of Europe, Strasbourg, 21 June 2018), “UNSW Law Research Paper” 2018, No. 18-39, 
https://ssrn.com/abstract=3202606 (accessed 20.02.2020).
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authors.31 These objectives are directly expressed in the text of the explanatory 
memorandum: ‘in the 35 years that have elapsed since the Convention (…) was 
opened for signature, the Convention has served as the foundation for interna-
tional data-protection law in a number of European countries. It has also influenced 
policy and legislation far beyond Europe’s borders. With new challenges to human 
rights and fundamental freedoms, notably to the right to private life, arising every 
day, it appeared clear that the Convention should be modernised to better address 
emerging privacy challenges resulting from the increasing use of new information 
and communication technologies (ICT), the globalisation of processing operations 
and the ever greater flows of personal data, and, at the same time, to strengthen the 
Convention’s evaluation and follow-up mechanism’.32 

To achieve the above-mentioned goals, the existing basic data-protection prin-
ciples laid down in the Convention as well as the open character of the Convention 
have been maintained, while some new key elements were introduced to ensure 
greater effectiveness of the provisions. In a nutshell, the main novelties can be 
summed up with the statement that ‘the principles of transparency, proportionality, 
accountability, data minimisation, privacy by design, etc. are now acknowledged as 
key elements of the protection mechanism and have been integrated in the mod-
ernised instrument’.33

The Protocol amending the Convention for the Protection of Individuals with 
regard to Automatic Processing of Personal Data has already been signed by more 
than 30 countries and the number is constantly growing, according to information 
available from the Chart of signatures and ratifications of Treaty 223.34

Conclusions – Convention 108 as a universal standard 

Joseph A. Cannataci, UN Special Rapporteur on the right to privacy, underlined 
in his annual report the recommendation to all United Nations Member States 

31 	 U. Góral, S. Kwasny, Proces modernizacji Konwencji Nr 108 Rady Europy o ochronie osób w związku 
z automatycznym przetwarzaniem danych osobowych, “Monitor Prawniczy” 2014, No. 9. 

32 	 CoE, Explanatory Report to the Protocol amending the Convention for the Protection of Indivi-
duals with regard to Automatic Processing of Personal Data, Strasbourg, 10 October 2018, Coun-
cil of Europe Treaty Series-No. 223.

33	 CoE, Overview of the novelties of the Protocol, https://rm.coe.int/modernised-conv-overview-of-
-the-novelties/16808accf8 (accessed 29.03.2020). 

34 	 Chart of signatures and ratifications of Treaty 223 available at https://www.coe.int/en/web/conven-
tions/full-list/-/conventions/treaty/223/signatures (accessed 29.03.2020).
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to adhere to Convention 108+35 ‘as an interim minimum response to agreeing to 
detailed privacy rules harmonised at the global level’.36 The Special Rapporteur’s 
report that summarises his activities, underlined that in the context of intelligence 
oversight, the immediate deployment by UN Member States of the standards and 
safeguards outlined in Convention 108+ is recognised as ‘appropriate for the pro-
tection of the fundamental right to privacy’.37 Such a recommendation, by bringing 
the Council of Europe’s work to the attention of a global audience, is a contribution 
to increasing the impact of European privacy standards worldwide. Additionally, 
accession to Convention 108+ is important because it contains safeguards largely 
similar to those contained within the EU data protection legislation (GDPR and 
the Police Directive). As stressed by the European Commission, Convention 108 
has contributed to the promotion of EU data-protection standards around the 
world, as it is often used as ‘a source of inspiration’ by countries which are adopting 
or considering modernisation of their privacy laws.38 From the perspective of the 
countries which are not members of the European Union it is also important that 
accession to Convention 108 is one of the stages towards initiation of the adequacy 
procedure in accordance with the GDPR. 

From the EU perspective, strengthening cooperation between the EU and third 
countries in the context of data protection and data flow issues is obviously crucial. 
The European Commission stressed the importance of the protection of personal 
data as a fundamental right and a central factor of consumer trust in the data econ-
omy, which also facilitates data flows outside the EU. The need to ensure a high level 
of privacy and data security is the core element of the negotiations between EU and 
third-country governments. In this respect, the European Commission is strongly 
advocating the development of adequacy instruments that are foreseen in EU law 
(GDPR), paying special attention to the fact of accession to the Council of Europe’s 
Convention 108. 

Recent reforms of respective privacy legislation have further increased the 
convergence between the EU and global data-protection systems, which rests 

35 	 IJR Center, The Special Rapporteur on the right to privacy, https://ijrcenter.org/un-special-proce-
dures/special-rapporteur-on-the-right-to-privacy/ (accessed 20.02.2020). 

36 	 UN, UN Report of the Special Rapporteur on the right to privacy, Annual report–UN General 
Assembly, 2018, A/73/45712.

37 	 CoE, Report of the Special Rapporteur on the right to privacy, 27 February 2019, A/HRC/40/63.
38 	 Proposal for a COUNCIL DECISION authorising Member States to sign, in the interest of the 

European Union, the Protocol amending the Council of Europe Convention for the Protection 
of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108), Brussels, 
5.06.2018 COM(2018) 449 final 2018/0237 (NLE) (accessed 20.02.2020).
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notably on a core set of data-protection principles, enforceable individual rights 
and oversight by independent authorities. Convention 108 is called the ‘mother’ 
of the GDPR, a view which remains valid, and the growing number of countries 
acceding to the Convention shows that in an era of the development of sophisti-
cated data-processing methods, information and communication technologies and 
international data flows, there is a growing need for data-protection guarantees at 
a global level. The Committee of Ministers of the Council of Europe ‘stressed the 
importance of a speedy accession to the Protocol by the maximum number of the 
current States Parties to Convention 108 in order to facilitate the formation of an 
all-encompassing legal regime of data protection under the modernised Conven-
tion, as well as to ensure the fullest possible representation of States within the 
Convention Committee’.39 

At the beginning of 2020, the European Commission announced its new Digital 
Strategy and declared it would present a new piece of legislation – the Digital Ser-
vices Act – and a European Democracy Action Plan. The Commission furthermore 
proposed a review of the eIDAS regulation, and stated that it would strengthen 
cybersecurity by developing a Joint Cyber Unit.40 One of the documents is the 
‘White paper on Artificial Intelligence – a European approach to excellence and 
trust’41, which also refers to research done by the Council of Europe ‘Study on the 
human rights of dimensions of automated data processing techniques (in particular 
algorithms) and possible regulatory implications’.42 As data-protection legislation 
is a very dynamic process, new developments in the field of the data processing 
regulatory framework can be expected, and thus it is crucial that both regimes – 
the European Union and Council of Europe acquis – are developing in parallel in 
terms of personal data-protection standards. It is also desirable to promote Euro-
pean achievements worldwide, since 27 EU Member States and 55 parties to Treaty 
108, which fall under the jurisdictions of the GDPR and Convention 108 regimes, 
are still not enough in terms of data-protection guarantees for citizens expecting 

39 	 CoE, Draft Protocol amending the Convention for the Protection of Individuals with regard to 
Automatic Processing of Personal Data CM(2018)2-final (accessed 20.02.2020).

40 	 European Commission, Communication from the Commission to the European Parliament, the 
Council, the European Economic and Social Committee and the Committee of the Regions—Sha-
ping Europe’s digital future, 19.02.2020 (accessed 20.02.2020). 

41 	 European Commission, White paper: On Artificial Intelligence—A European approach to excellence 
and trust, European Commission, Brussels, 19 February 2020, COM(2020) 65 final. 

42 	 CoE, Study on the human rights dimensions of automated data processing techniques (in particular 
algorithms) and possible regulatory implications, 2018, DGI(2017)12. 
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trust and confidence in that regard.43 According to statistics recorded by Professor 
Greenleaf, ‘in 2017-18, the number of countries that have enacted data privacy laws 
has risen from 120 to 132, a 10 % increase. These 132 jurisdictions have data privacy 
laws covering both the private sector and public sector in most cases, and which 
meet at least minimum formal standards based on international agreements. At 
least 28 other countries have official bills for such laws in various stages of progress, 
including nine that have introduced or replaced bills in 2017-18. Many others, in 
the wake of the GDPR and “modernisation” of Convention 108, are updating or 
replacing existing laws’.44
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